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Microsoft 3 Windows XP SP2 Pro & Home edition

Windows*P

Getting started

To use the Richmond’s wireless network you will first have to register yourself and your laptop. You
do this online shown in the URL below. On these pages are our tems and conditions for using the
network and instructions in how to complete the registration form.

http://www.richmond.ac.uk/resources/itav/resnet/index.asp

Please allow up to 24 hours the the registration to be processed.
Hardware requirements

You will need a Laptop running either Windows XP 32bit /64bit Professional edition or Windows XP
Home edition. The laptop will need a Wireless network card which complies with the Wi-Fi (IEEE
8.02.11 b/g) standard for wireless networks operating in the 2.4 GHz spectrum with a bandwidth of
11/54 Mbps (megabits per second). This is the most prevalent wireless standard so if your laptop has
buildt-in wireless, it is likely to be compliant.

If you are buying a new card, install in accordance with the instructions supplied by the
manufacturer. Most cards are supplied with a CD containing a setup program which installs the
correct device driver for your operating system and a configuration utility or other software that
enhances the cards functionality.

Quick start for Windows XP

This method of setting up will only work if windows is managing you network card. If your network
card cannot be managed by windows, please check with the manufacture of the card on how to
connect to secure WAP networks.

First ensure that your wireless connection is set to detect wireless networks settings automatically:

e Open Network Connections, right-click on the wireless connection icon and then click on
Properties.

e Check the check box on the General tab, labelled Show icon in notification area when
connected

e Check the box on the Wireless Networks tab marked Use Windows to configure my wireless
network settings.
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—- Wireless Network Connection Properties |E||z| - Wireless Network Connection Properties |E||z‘

General | wirsless Metworks || Advanced| General | Wirsless Netwarks | Advanced |

Connect using: Use Windows to configure my wireless network seftings

| HS Dell'Wieless 1370°WLAN Mini-PCI C. | Configure..

This connection uses the fallowing items:

Available networks:

To connect to, disconnect from, or find out more information
about wireless networks in range, click the button belov.

] Wiew Wireless Metworks
g File and Printer Sharing for Microsaft Netwaorks
g QoS Packet Scheduler Prefemad networks:
== AEGIS Protocal IEEE 802131 v2.2.0.3 v Automatically connect to available networks in the order listed
< | below:
[ Install.. I [ Uninstall ] [ Properties ] Move up
Description Mowe down
Allows your computer to access resources on a Microsoft
rietwork,
Add.. Remaove Froperties

Show icon in notification area when connected
Maotify me when thiz connection hag limited or no connectivity

Learn about setting up wireless network

confiquration

e To add the network click onto the Add button .
e The network name (SSID) is ruairnet. Change the Network Authentication to WPA and the

Data encryption to TKIP. Shown in Fig.1.3 below.

Wireless network properties |E X|

Azsociation | Authentication |E0nnection|

Wireless network properties

Association |Authentication | Connection

Network name (SSID): |rua|rnet Select this option to provide authenticated network. access for

wireless Ethernet networks.

Wwireless network key

Thiz network. requires a key for the following: Enable [EEE 802.1% authentication for this netwark

Metwork Authentication: WPA EAP type: Frotected EAP [PEAP) ~ |

[rata encryption:

Metwark key: |

Confirn nehwark key: | [] Authenticate as computer when computer infarmation is available

K.ep index [advanced):

The key iz provided for me automatically

[ Authenticate as guest when user or computer information is
unavailable

[] This iz a computer-to-computer [ad hoc) netwaork; wireless
access points are not used

e Once these settings have been set you will need click on the Authentication tab. On this
page set the EAP type to Protected EAP [PEAP] using the drop down menu.
o Now click on the Properties button.
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e Inthe Protected EAP Properties, uncheck the Validate server certificate box. Make sure
the Enable Fast Reconnect box is not checked. As shown in Fig 1.5 below.

e C(Click on the Configure... button and uncheck the Automatically use my Windows logon
name and password box. Now click on OK to close window.

Protected EAP Properties

EAP MSCHAPw2 Properties
when connecting:

[(Dvalidate server certificate “When connecting:

| DAutomaticaIl_l,l use my Windows logon name and
pazsword [and damain if any).

[] aBa.ECOM Raoot CA ~
[] autoridad Certificadora de la Asociacion Marcional del Mokaria I (1]4 l ’ Cancel ]
[ Autoridad Certificadora del Colegio Nacional de Correduria P
[] Baltimare EZ by DST

|:| Belgacom E-Trust Primary T8

|:| CEMW HET Securelet CA Class A

|:| CEW HET SecureMet CA Class B w
£ >

Select Authentication Method:

|Secured password (EAP-MSCHAP w2)

[JEnable Fast Reconnect

e Continue to click on the OK button until all windows are closed and the wireless
settings are applied. If the laptop is in the wireless network range it will
automatically connect now. This might take up to a minute or two. Once the laptop
connects a window will appear in the bottom right of the screen. Shown in Fig.1.7.

o If it does not connect automatically, right click the wireless icon in your systems tray
and choose view wireless connections and click on ruairnet. Then push the Connect
button.

1 Wireless Network Connection

Click here to select a certificate or ather credentials Far
connection ko the netwark roairnet
\[ Fig.1.7

You will need to click on this message in order to log into the network. This is the only time the

system will ask you to log in.
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e A window will appear asking you for your login details.

Enter Credentials

Lser name: | |

Password: |

Logon darmain: |

L Ok J [ Cancel

Username: Student ID
Password: Richmond network login password
Logon domain: RAIUL

If you have registered correctly you should get a message that will appear in the bottom left of your
screen, informing you that you are connected to the wireless network.

1 wireless Network Connection is now connected | *

Connecked ko roairnet
Signal Skrengths Very Low

If you have problems connecting to the wireless network please go and see a RCC within their
opening times or you can email resnet@richmond.ac.uk
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